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Automatic Reverse Engineering of Binary Messages

Who does this: 
• Researchers
• Security Analysts
• Reverse Engineers 

Related Problems: Tags, Delimited Data, Long Distance Dependencies

Our Focus:  Binary messages with variable length

Why:
• Malware Communication Analysis
• Protocol Validation
• Old Gear with Lost Specification



Example of reverse engineering problem
Msg 1 2 3 67 65 84 4 66 73 82 68

Msg 2 1 5 77 79 85 83 69

Msg 3 3 2 79 88 3 68 79 71 3 66 85 71

1. The analyst starts with messages.
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Example of reverse engineering problem
1. The analyst starts with messages.
2. Infers some pattern in the data.
3. Develops a hypothesis.
4. Validates it on all messages.
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What makes this problem hard for a human?

• Can take a long time to find a pattern in the data.
• Bytes at the same offset don’t always come from the same field or type

• Messages can be hundreds or thousands of bytes in size. 
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Our Automated Approach



Common Serialization Design Patterns

Variable Quantity Fixed Length

Q ⋅ ( BYTEK )[Q]

Variable Quantity Variable Length 

Q ⋅ ( L ⋅ BYTE[L] )[Q]

Length Value
L ⋅ BYTE[L]

BYTE INDEX

Type Length Value / TLV

Q ⋅ ( T ⋅ L ⋅ BYTE[L] )[Q]
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3 C A T
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3 IP ADDR IP ADDR IP ADDR
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Approach for fitting design patterns to data

Success!

Apply a single design pattern 
to all messages.
Recurse on leftovers.

If we index off the end of
any message, try a different 
pattern.
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If it fits…



Hypothesis Space Exploration

Bounded Hypothesis Search Space

Unexplored
Hypothesis Space

Iterative 
Deepening

= Hypothesis consistent with message samples

LV ⋅ TLV 

LV ⋅ TLV ⋅ BYTE

LV



How does our approach perform? 

1. Generated permutations of Design Patterns 
(Example: LV ⋅ VQVL ⋅ VQFW4 )  

2. Used each permutation to serialize values creating 100 messages.
3. Ran our inference Algorithm on each collection of 100 messages.
4. Compared Inferred Patterns with those used to Serialize.

Experimental Condition Test Cases Accuracy

Patterns with random values 16500 99.9%

Patterns with values from real network traffic 1434 99.37%



Further Evaluation: Botnet CnC Attack Commands
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Inferred Format 1: BYTE, BYTE, BYTE, VQFL, TLV
Inferred Format 2: BYTE, BYTE, BYTE, VQFL, BYTE, BYTE, LV, BYTE, LV



Next Steps

• Expand our tool box of design patterns through protocol taxonomy
• Parallelization
• Guided Search Heuristics



Thank You

Jared Chandler
jared.chandler@tufts.edu
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