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De Facto Corpuses

● Widely adopted formats can 
expand beyond original 
specifications.

● Can affect data:
○ At rest (format ambiguity)
○ In use (parser vulnerabilities)
○ In transit (exfiltration)

PDF 
Software
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ICARUS Project

● Pipeline and tools focused on developing methodologies for:
a. Discovering and describing de facto data formats;
b. Identifying grammars within a de facto format; and
c. Translating from a de facto format to a safe subset.

Galois SafeDocs Structural Overview

a b c
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File Observatory

● Need to understand which 
collected files actually belong 
to de facto, vs malformed.

● Different parsers accept 
different files.

● Can learn a lot from stdout 
and stderr

Image from ImpulseCreative.com
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File Observatory
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Identifying Sublanguages

● Large search space, unclear goals.

● Leverage known design principles.

● Three approaches surveyed:
○ Taint Tracking

○ Entropy-based Methods

○ Reinforcement Learning
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Taint Tracking

● Instrument existing parsers to 
link program logic and file bytes.

● Taint forest used to track 
complex interdependencies 
(non-CFG).

● Improved by adding ground 
truth (PolyFile, PolyMerge).

● Differential analysis.

● Understanding existing vs 
building unified, de facto parser.
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Entropy-Based Methods

● Parserless

● Data fingerprints

● Example result: PDF 
streams

Position in File vs Measured Entropy

Byte values

Window size
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Grammar Inference via Reinforcement Learning

● State-of-the-art grammar 
inference is focused on NLP, not 
data (outside of LearnPADS).

● Our research has focused on 
bottom-up parsing algorithm, 
using RL+statistics to derive 
parsers.

● RL provides flexibility for 
grammars outside of CFGs.
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Grammar Inference via Reinforcement Learning

How might we 
handle e.g. 
streams?
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Safe Subsetting

● Desire to accept as much of de 
facto population as possible, 
while providing safety.

● Traditional subsetting.

● Bidirectional programming 
approach.
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Safe Subsetting

1. << /Size 14 /Version 5 >>

2. << /Size 14 /Version 5 /Version 6 >>

3. << /Size null /Version 5 >> == << /Version 5 >>

4. << /Size 14 /Version 5 /Version null >> == ??

5. Lens ordering:
○ removeNullEntries . rejectDictionaryDups
○ rejectDictionaryDups . removeNullEntries
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Conclusions and Future Work

● ICARUS Toolchain being 
assembled to understand and 
secure de facto formats 
through:

○ Leveraging existing parsers,

○ Inferring de facto grammar,

○ Safe subsetting.
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