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De Facto Corpuses

- —==== Portable Document Format s==
2= Reference Man

=it

e Widely adopted formats can =
expand beyond original —
specifications. e

e Can affect data:
o At rest (format ambiguity)
o In use (parser vulnerabilities)
o In transit (exfiltration)
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ICARUS Project

e Pipeline and tools focused on developing methodologies for:
a. Discovering and describing de facto data formats;
b. Identifying grammars within a de facto format; and
c. Translating from a de facto format to a safe subset.

Galois SafeDocs Structural Overview
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ICARUS Project

a. Discovering and describing de facto data formats;

Galois SafeDocs Structural Overview
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File Observatory

e Need to understand which LEARN TO TELLTHE DIFFERENCE
collected files actually belong -
to de facto, vs malformed. 3 h -~ " s

e Different parsers accept - 'Q._ @ \
different files. o y >

e Can learn a lot from stdout GOOD DATA BAD DATA

and stderr

Image from ImpulseCreative.com
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File Observatory

53 7‘parsers_qf)df_Parser_HARNING: loop detected following xref tables
54 # This one is unreliable, and refers to previous lines in output ~pa Special fi
55 Aparsers_mutool_Parser_error: Unable to read ICC workflow pecialififters
56 # This one often applies to xref issues; ~parsers_mutool Parser_warn
57 Aparsers_caradoc_Parser_PDF error : Lexing error : integer error : i )
58 Aparsers_mutool_Parser_error: malformed page tree ‘ parsers_caradoc_Parser alphanumeric ‘ parsers_pdfid_Parser alphanu
59
60 - RejectedBad:
61 Aparsers_mutool_Parser_error: no objects found
62 Aparsers_caradoc_Parser_PDF error : Lexing error : unexpected charac - warsers_ pafinfo_Parserstuct struet ‘ parsers pdfinto. Parserbeta nof
63 Aparsers_pdfinfo_ParserStruct_Syntax Error \(\): Illegal character <
64 Aparsers_pdftocairo_Parser_Syntax Error \(\): Illegal character '}’
65 Aparsers_pdftocairo_Parser_Syntax Error
A . i

Line-item filters allowed (click to reject)

aparsers_pdfinfo_ParserStruct_Syntax Error: I

Q/ parsers_pdftocairo_Parser_Syntax Error (): Dictionary key must be a name obje«

. Znarcare ndftanairn Darcar Quntav Errar N\ lllaaal rharantar 'S!

Safelarnings:
Aparsers_qpdf_Parser_WARNING: unknown token wj
Aparsers_pdfid_Parser_/URI

ﬂéﬂmﬁﬁhwwm“a

78 Aparsers_qpdf_Parser_WARNING: loop detected following xref tables

79 Aparsers_pdfid_Parser_/OpenAction

80 Aparsers_pdfinfo_ParserNorm_Syntax Error \(\): Dictionary key must b

81 Aparsers_mutool_Parser_warning: non-page object in page tree

82

83~ outputs: i
84 # Standard output status -- If a PDF passes filter S1, it will be "val reJeCted
85 # otherwise "rejected".

86 - status:

87 "valid" is !(RejectedBad | RejectedAmbiguousBad | ValidWarningsXrefR REPROCESS DECISIONS DOWNLOAD DECISIONS REPROCESS DB ERRORS
88 "rejected" else

89
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ICARUS Project

b. Identifying grammars within a de facto format; and

Galois SafeDocs Structural Overview
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Identifying Sublanguages

e |arge search space, unclear goals.
e |everage known design principles.

e Three approaches surveyed:
o Taint Tracking

o Entropy-based Methods

o Reinforcement Learning
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Taint Tracking

Instrument existing parsers to
link program logic and file bytes.

Taint forest used to track
complex interdependencies
non-CFQ).

Improved by adding ground
truth (PolyFile, PolyMerge).

Differential analysis.

Understanding existing vs
building unified, de facto parser.

PolyTracker

|— PRGBank
|~ PRGBank
+— PRGBank
|~ PRGBank

t

CHRBank

SPDF-1
999 0 ¢
ngth 14
tream™

0a 25 d0 dé c5 d8 Oa 39 WPDF-1.
6a 0a 3c 3c 0a 2f 4c 65 999 0 ol
39 31 34 0a 3e 3e 0a 73 ngth 14
20 20 20 20 20 20 20 20 tream\

53 55 4c 54 41 de 49 4b HTTPS:/,
27 53 20 44 41 4de 47 45 .COM/ I’
47 4f 00 06 Oc 0d 24 00 ROUS TO
41 4b 45 20 45 56 41 de /42§T§ °
00 00 00 00 00 00 00 00 . ALONE
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Entropy-Based Methods

Position in File vs Measured Entropy

e Parserless

175 A

150 A

e Data fingerprints —
=]
£

> 100

g_ I

e Example result: PDF L
streams Byte values 50 A

n—2 / 55 |
Z ‘S Sz+1|

1=0 16500 16750 17000 17250 17500 17750 18000 18250
Byte Offset

Window size — 1Tl — 1
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Grammar Inference via Reinforcement Learning

Learning to parse (AB)* via RL, example string ABABAB

e State-of-the-art grammar 1. Sample next merge F(Me9¢) 2 2 /\ @ 2
. . from policy.
inference is focused on NLP, not Top nodes [a][8][2][8]
1 P(Merge) 25 25 25 .25
data (outside of LearnPADS). 2. Continue computing =
oot oo (F][EA]e
e Ourresearch has focused on policy. j[
bottom-up parsing algorithm, — -
using RL+statistics to derive 3. Estimate frequency of ~
each resulting token Reward
pa rsers. across entire corpus, A AllB A B
and reward merges based 2N A~
ff i f
| - st isncesol [ [a][5 a2
e RL prOVIdeS flexibil |ty for and subsequent merges. AN
grammars outside of CFGs. V2] [e] j[
4. Subsequent parses P(Merge) @ .05 .3 '3
will favor merges A AN
resulting in common Top nodes zl IE :I |:
structures.
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Grammar Inference via Reinforcement Learning

I
e
How might we
handle e.g.
streams?
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ICARUS Project

c. Translating from a de facto format to a safe subset.

Galois SafeDocs Structural Overview
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Safe Subsetting

Desire to accept as much of de
facto population as possible,
while providing safety.

Traditional subsetting.

Bidirectional programming
approach.
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Safe Subsetting

1.

<< [Size 14 /Version 5 >>

<< [Size 14 /Version 5 /Version 6 >>

<< /Size null /Version 5 >> == << /\/ersion 5 >>
<< /Size 14 /Version 5 /Version null >> == 2?2
Lens ordering:

o removeNullEntries . rejectDictionaryDups
o rejectDictionaryDups . removeNullEntries

15
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Conclusions and Future Work

~ s Portable Document Format ==
=~ = Reference Manual

e |CARUS Toolchain being -
assembled to understand and
secure de facto formats |
through:

o Leveraging existing parsers,
o Inferring de facto grammar,

o Safe subsetting.
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